FORTRA

Cybersecurity Solutions



http://www.fortra.com

Fortra is a cybersecurity company like no other. We're
creating a simpler, stronger future for our customers.

Our trusted experts and portfolio of integrated, scalable
solutions bring balance and control to organizations around
the world. We're the positive changemakers and your
relentless ally to provide peace of mind through every step
of your cybersecurity journey. Learn more at fortra.com.


http://www.fortra.com

More than 20,000 cybersecurity customers worldwide trust us
to protect their business. Learn more about our Cybersecurity solutions:

www.fortra.com/solutions/cybersecurity



DATA SECURITY



GoAnywhere & Globalscape
SECURE MANAGED FILE TRANSFER (MFT)

Secure Managed File Transfer (MFT) secures, automates, and audits file
transfers between organizations’ business partners and their internal
systems from a centralized platform. MFT encrypts data in transit and at

rest, to protect files from unauthorized use, and helps ensure compliance. IBMi
For organizations who need to move files efficiently and securely, our MFT

. ) . o o Windows
solutions lead the industry in robust capabilities to simplify file transfers. g

inux

Key Features: PowerLinux

e  Protects your transfers using industry standards: AlX

SFTP, FTPS, PGP, HTTPS, AS2/AS3/AS4, and more UNIX

e  Automates transfers using an integrated scheduler and folder monitors Mac OS

e  Maintains a detailed audit log for all file transfer activity
e  Email large files securely via Outlook
° Seamless integration with Fortra anti-virus and data

loss prevention technologies

Learn more at www.fortra.com/mft



http://www.helpsystems.com/mft

Titus & Boldon James
DATA CLASSIFICATION

Our data classification solutions, Titus and Boldon James, apply visual
and metadata labels to ensure sensitive data is protected and controlled
wherever it travels. From user-driven, to fully automated, our solutions

are fully flexible and customizable to meet your data protection Windows
requirements. Mac
Google Workspace
Key Features: HCL Notes
CAD
e  Achieve compliance with the growing number of global, national, Citrix
and industry-specific regulations around data and privacy protection o5
I

e Identify, classify, and secure your sensitive data across platforms, .

devices, and in the cloud Android

e  Afully customizable solution designed to meet the needs
of your business now, and into the future

Learn more at www.titus.com and www.boldonjames.com



http://www.titus.com/
http://www.boldonjames.com/

Vera
DIGITAL RIGHTS MANAGEMENT

Vera makes it easy to securely share files externally with third parties,
providing you control over file access and protection wherever data
travels. Secure, track, audit, and revoke access to your crown jewels,
including sensitive financial and legal data, so that your most sensitive Windows
content stays protected. With robust policy enforcement, strong Mac OS
encryption, and strict access controls, Vera’s data-centric security .
solution enables teams to collaborate freely while ensuring the highest i0S
levels of security, visibility, and control. Android

Surface
Key Features:

e  Secure data automatically when shared internally and externally
e  Track data as it's accessed throughout its lifecycle

e  Audit data as it travels and mitigate compliance with a full audit trail

. Revoke access to sensitive data and files shared with departing employees
and third-party providers

Learn more at www.fortra.com/vera


http://www.helpsystems.com/vera
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Digital Guardian
DATA LOSS PREVENTION

The Digital Guardian Data Protection Platform, powered by AWS, performs
on traditional endpoints, across the corporate network, and on cloud
applications, making it easier to see, understand, and protect your sensitive

data. Cloud-delivery simplifies deployment, cross-platform coverage Windows
eliminates gaps, and flexible controls stop the riskiest behavior without Mac
impacting productivity. Digital Guardian gives you the deployment flexibility Linux
to match your enterprise needs, whether SaaS, fully managed, or on-premises. .
itrix
Key Features: VMware
e  Powered by AWS, the Digital Guardian data protection platform gives Hyper-V
you enterprise data protection without the complexity. AWS Workspaces

° Digital Guardian delivers feature-rich enterprise visibility and controls
across the leading operating systems, browsers, and applications,
eliminating gaps in your data protection program

e Digital Guardian’s flexible controls, from log to block, provides you
with the power to maintain control over your sensitive data.

Learn more at www.digitalguardian.com


https://digitalguardian.com/
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EMAIL SECURITY

Enterprises worldwide protect employees and customers from phishing

and business email compromise (BEC) attacks with Agari. Our industry-

leading technology helps safeguard against advanced phishing and socially

engineered email attacks through an intuitive cloud-based platform. Trust

your inbox with Agari. Software
as a Service

Key Features:

° Defends employees from inbound phishing, spear phishing,
and account take-over attacks with robust phishing defense

° Liberates Security Operations Centers (SOCs) from the overwhelming volume
of phishing incidents, while feeding continuous threat intel and analytics with
efficient phishing response capability

e  Protects customers, partners, and brands from being used for phishing
and fraud with DMARC email authentication and brand protection

e  Engages directly with threat actors to uncover deeper BEC threat
intelligence and prevent fraud with active defense technology

Learn more at www.agari.com


http://www.agari.com

Clearswift
ADAPTIVE DATA LOSS PREVENTION

Clearswift helps organizations detect, inspect, and secure critical data
through industry-leading security and adaptive data loss prevention (DLP)
solutions across email, web, and the cloud. Our award-winning software
helps safeguard critical information sharing, without negatively impacting
business efficiency or effectiveness.

Key Features:

° Detect and sanitize evasive threats and secure email, either working
solo or alongside other deployments such as Microsoft Office 365

e  Automatically apply the optimal security treatment based on data’s content,
context, and required regulation policy through our adaptive DLP technology

Linux

Amazon
AWS
Azure
vSphere
Hyper-V

e Wrap unprecedented layer of email security and sanitization around Office 365 to prevent
targeted phishing attacks, embedded malware, and the loss of sensitive and confidential data

° Protect against malicious websites, phishing, and drive-by downloads that evade detection

with deep levels of web inspection, content scanning, and anti-virus protection

Learn more at www.clearswift.com


http://www.clearswift.com

PhishLabs
DIGITAL RISK PROTECTION

PhishLabs is the leader in Digital Risk Protection. We safeguard critical digital
assets from external cyberthreats through expert-curated threat intelligence and
complete mitigation against brand impersonation, data leakage, social media
threats, account takeover, and other digital risks in one complete solution.

Our unique Centers of Excellence bring together a critical mass of specialized
technology and operations focused on specific external threats. This allows us
to deliver superior threat visibility, high fidelity detection, unmatched mitigation,
and the best outcomes for clients to minimize costly attacks and brand damage.

Key Features:

° Gain visibility into external threats with data collection across surface, deep, dark web, social
media, and third-party feeds through advanced crawling, parsing, and anti-evasion.

e  Eliminate the burden of churning through haystacks of data. Advanced automated analysis,
risk-scoring algorithms, and expert human vetting delivers curated intelligence.

e  Fast and complete takedowns through strategic relationships with technology providers,
killswitch integrations, takedown APIs, fastlanes, browser-blocking, and more.

Learn more at www.phishlabs.com


http://www.phishlabs.com/

Terranova
SECURITY AWARENESS SOLUTION

Terranova Security has been helping organizations worldwide reduce risk, build cyber
threat resilience, and strengthen data protection for over 20 years. The Security Awareness
Solution makes it easy to build risk-based campaigns that feature the industry’s highest-
quality awareness training content and real-world phishing simulations. As a result, any
employee can better understand phishing, social engineering, data privacy, compliance, and
other critical best practices. Leadership can also have peace of mind that all team members
can successfully identify and report potential cyber attacks as they emerge.

Key Features:
° Ensures all employees become cyber heroes using a proven, comprehensive
training solution

e Includes engaging, multilingual training courses that are engaging and
informative, real-world phishing simulations for hands-on training
possibilities, and in-depth reporting capabilities to drive long-term strategy

e  All supported by first-class support, including expert CISO guidance, to help
you attain all your security awareness training goals

Learn more at www.terranovasecurity.com


http://www.helpsystems.com/antivirus

INFRASTRUCTURE
PROTECTION



Beyond Security & Digital Defense
VULNERABILITY ASSESSMENT
AND MANAGEMENT

Our vulnerability management solutions identify, evaluate, prioritize, and
report on security weaknesses that may be putting your organization at risk.
Fortra’s vulnerability management solutions include vulnerability scanning,
web application scanning, active threat scanning, static application security
testing (SAST), and dynamic application security testing (DAST).

Key Features:

e  Scans your networks and applications for vulnerabilities
° Identifies, prioritizes and reports on found vulnerabilities and weaknesses

° Simple to use and scalable tools

Learn more at www.beyondsecurity.com and www.digitaldefense.com


http://www.beyondsecurity.com
http://www.digitaldefense.com

Core Impact
PEN TESTING SOFTWARE

Core Impact is an easy-to-use penetration testing tool with
commercially developed and tested exploits that enable
your security team to exploit security weaknesses, increase
productivity, and improve efficiencies.

Key Features:

e  Provides visibility into the effectiveness of your defenses
° Reveals where your most pressing risks exist in your environment

° Utilizes a stable, up-to-date library of commercial-grade exploits and
real-world testing capabilities

e  Replicates attacks across network infrastructure, endpoints, web, and
applications to reveal exploited vulnerabilities

Learn more at www.coresecurity.com/core-impact


http://www.coresecurity.com/core-impact

Cobalt Strike
ADVERSARY SIMULATION
AND RED TEAMING

Cobalt Strike is a robust threat emulation tool that allows security
professionals and Red Teams to replicate advanced attacks and put
your incident response strategy to the test to enhance your security.

Key Features:
° Enables security teams to replicate the same tactics and techniques of
today’s cyber criminals

e  Provides a flexible framework designed to be extended and customized by
the user community

° Fosters Red Team collaboration by sharing data and allowing
communication in real-time

° Generates reports to provide a complete picture of the engagement

Learn more at www.cobaltstrike.com


http://www.cobaltstrike.com

Event Manager
SECURITY INFORMATION AND EVENT
MANAGEMENT (SIEM)

Event Manager allows users to identify security events in real time
and respond quickly, even if they are not experts in that platform.

IBMi

Key Features: Windows
Linux

. Helps prioritize the most critical problems for a faster response PowerLinux
° Interprets information from a variety of sources and systems, AIX
translates it into a common format and classifies threats according UNIX

to their degree of criticality
° Gives greater visibility on the condition of your security

° Generate real-time alerts and send notifications to the appropriate
team members

e  Automatically save all source information for audit purposes,
as required by regulations

Learn more at www.fortra.com/event-manager


http://www.helpsystems.com/event-manager
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Network Insight
NETWORK TRAFFIC ANALYSIS

Network Insight is an advanced threat detection system that
automatically and accurately identifies hidden infections, in real
time, on live traffic.

Key Features:

° Shortens the dwell time of infections by automatically and accurately
detecting active infections

° Includes tailored displays to provide insight on infected assets, infected
assets most at risk, and reinfected assets

° Shortens remediation times by instantly notifying response teams via
SYSLOG, SIEM, email, or other enterprise infrastructures

Learn more at www.coresecurity.com/network-insight


http://www.coresecurity.com/network-insight

Alert Logic
MANAGED DETECTION & RESPONSE

Alert Logic is the only managed detection and response (MDR) provider
with comprehensive coverage for public clouds, SaaS, on-premises, and
hybrid environments. Our cloud-native technology and white-glove
team of security experts protect your organization 24/7 and ensure you
have the most effective response to resolve whatever threats may come.

Key Features:

Detect, disrupt, and eliminate attacks in our globally distributed security operations centers

Asset discovery, vulnerability, and configuration scanning maps and monitors the security exposure of
assets across your business

Real-time reporting and access to information on risk, vulnerabilities, remediation activities,
configuration exposures, and compliance status

Identify emerging threats with proprietary and 3rd party intelligence to proactively
prevent attacks

Named MDR Concierge serves as a single point of contact for customers and provides
guidance on maximizing the security value of MDR for each customer’s environment

Security Orchestrated Automated Response (SOAR) provides capabilities for blocking cyber attackers,
threat containment, and host isolation through templated and fully configurable playbooks

Learn more at www.alertlogic.com


http://www.alertlogic.com

Tripwire
FILE INTEGRITY MONITORING

Tripwire is the trusted leader for establishing a strong cybersecurity
foundation. We protect the world’s leading organizations against the most
damaging cyberattacks, keeping pace with rapidly changing tech complexities
to defend against ever-evolving threats for more than 20 years. On-site and
in the cloud, our diverse portfolio of solutions find, monitor and mitigate
risks to organizations’ digital infrastructure—all without disrupting day-to-day
operations or productivity. Tripwire allows organizations to detect threats,
control changes, and prove compliance.

Key Features:

e  Assesses and prioritizes detected changes with real-time data and security automation
° Identifies and responds to risk by combining business context with vulnerability intelligence

° Deploys consistent security controls across physical, virtual, private and public cloud
infrastructures

° Integrates with change management systems to reconcile detected changes
e  Automates IT regulatory compliance to align with industry standards
° Hardens systems using industry best-practices and frameworks

Learn more at www.tripwire.com


http://www.tripwire.com

Powertech Antivirus
ANTIVIRUS AND MALWARE PROTECTION

Powertech Antivirus scans your servers for viruses, worms, and
malware threats. Designed specifically for Linux, AlX, and IBM i, it
has the stability, power, and protection of commercial grade scanners
but also supports the features of the operating systems.

Key Features:
° Scan files from your systems natively, with a solution designed
to obtain better performance and greater security

e Improves your protection, because it has one of the most
complete sets of virus signatures available for any platform

° Uses heuristic analysis metrics so that it can prevent new
threats

Learn more at www.fortra.com/antivirus



http://www.helpsystems.com/antivirus

Our Cybersecurity Brands

Agari Beyond Security Boldon James
Cobalt Strike Core Security Cleaswift
Digital Defense File Catalyst Globascape
GoAnywhere Powertech Titus
Vera Alert Logic Digital Guardian

PhishLabs Terranova Security Tripwire


https://www.agari.com/
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FORTRA

About Fortra

Fortra is a cybersecurity company like no other. We're
creating a simpler, stronger future for our customers.

Our trusted experts and portfolio of integrated, scalable
solutions bring balance and control to organizations around
the world. We're the positive changemakers and your
relentless ally to provide peace of mind through every step
of your cybersecurity journey. Learn more at fortra.com.
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